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b Algs}

Level-0 | Level-i |  Level2 |  Level3 | o Levelda | Level5 |
2 [0, 5[ [0, 10[ [0, 20[ [0, 40[ *
3 [0, 5[ [0, 10[ [0, 20[ [0, 40[ *
4 [0, 5[ [0, 10[ [0, 20[ [0, 40[ *
5 [5, 10[ [0, 10[ [0, 20[ [0, 40[ *
& [5, 10[ [0, 10[ [0, 20[ [0, 40[ *
7 [5, 10[ [0, 10[ [0, 20[ [0, 40[ *
8 [5, 10[ [0, 10[ [0, 20[ [0, 40[ *
9 [3, 10[ [0, 10[ [0, 20[ [0, 40[ *
10 [10, 15[ [10, 20[ [0, 20[ [0, 40[ *
1 [10, 15[ [10, 20[ [0, 20[ [0, 40[ *
12 [10, 15[ [10, 20[ [0, 20[ [0, 40[ *
13 [10, 15[ [10, 20[ [0, 20[ [0, 40[ *
14 [10, 15[ [10, 20[ [0, 20[ [0, 40[ *
15 [15, 20[ [10, 20[ [0, 20[ [0, 40[ *
16 [15, 20[ [10, 20[ [0, 20[ [0, 40[ *
17 [15, 20[ [10, 20[ [0, 20[ [0, 40[ *
18 [15, 20[ [10, 20[ [0, 20[ [0, 40[ *
19 [15, 20[ [10, 20[ [0, 20[ [0, 40[ *
20 [20, 25[ [20, 30[ [20, 40[ [0, 40[ *
21 [20, 25[ [20, 30[ [20, 40[ [0, 40[ *
22 [20, 25[ [20, 30[ [20, 40[ [0, 40[ *

910] 1212 | evel-09] LI0|Z Bisksts DHAHOILE LevelO] SOHXIBIA KA JpsAe LOIX|D, Liojo] HEO)
JHX|= OJEICE Level-12 HEIHIE ZXIPF KHAIE JHs AL &2 4 QUCH YD, Level-4= HE It Y

MAZ Vts82 R,
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b] Algs

I-CHEAI EH2BA OI8HDL £4XI2H t-2HA2 S HYOR X|BHs o2 Must 4 girt,
Y2 1Y 220 tiot A S Helz £7ot= 0foIC|o{o|Ct.

An equivalence class is said to have t-closeness if the distance between the distribution of a
sensitive attribute in this class and the distribution of the attribute in the whole table is no more

than a threshold t.
A table is said to have t-closeness if all equivalence classes have t-closeness.

= k-oBA, I-CIAS DHESILIZLE oiiE A310| DI S0t 12 X3}0| It X{0 20 #IO| AL0|2
ol DIt

8=
HEI QEEE H0|B2 RE Jbsst X8 ndlo]| CHEH 28t n(n-1)/2 H2] H2|9t YHIzk t BLCE 2| Bt
A= IHEOICt. O] Iff, &= 22 9| H2|E H|L6h= 2 2 EJ[stof| M Ar&5H= EMD(Earth Mover's
Distance)= AF2SICE 0{7|A], Earth Movers EALS 2AM510| 2MAFA R OF&st= T2 E2E{0f ZHK|5}0]

AB2ts RIS UBICH,

[

Definition:

The EIMD is based on the minimal amount of work
needed to transform one distribution to

another by moving distribution mass between each
other.




o I B| AlEig) BhA

Or2H9| X} 204|A Salary, DiseaseZS PRI H2tD o MY, |IXt= Table 32 Table 42 B| AlHg} SHCHD GFAL,
Of2ll Xtg &= 3-YFY, 3-TiYd S DHESH.

2246, ZipCode 476%* 9] Salary <= 5K2 ALHHMO 2 ZG{0H0| RTh= MBI} EXYSHTH

0|8 £ Salary {3K, 4K, 5K}2t {6K, 11K, 8K} 22|10 {7K, 9K, 10K}2}9] H2|E BH Alaxioz

{3K, 4K, 5K}et CHE Zeto] Hepot S8 U 4 ULk

Table 40i|X] 13 EMDC Z|CHZL0| BIAIAS J|ZC = MIAIE YHIZL t BOt 3P 0] Xt& &= t 28 E2S 2HEOHA
O ECHD THGITE,

ZIP Code | Age | Salary | Disease ZIP Code | Age | Salary | Disease
1 | 47677 29 3K gastric ulcer 1 | 476%% 2% 3K gastric ulcer
2 | 47602 22 4K gastritis 2 | 476%* 2" 4K gastritis
3 | 47678 27 5K stomach cancer 3 | 476%* 2% 5K stomach cancer
4 | 47905 43 6K gastritis 4 | 4790* > 40 | 6K gastritis
5 | 47909 52 11K flu 5 | 4790* >40 | 11K flu
6 | 47906 47 8K bronchitis 6 | 4790* >40 | 8K bronchitis
7 | 47605 30 7K bronchitis 7 | 476%* 3" 7K bronchitis
8 | 47673 36 9K pneumonia 8 | 476%* 3% 9K pneumonia
9 | 47607 32 10K stomach cancer 0 | 476%* 3#* 10K stomach cancer
Table 3. Original Salary/Disease Table Table 4. A 3-diverse version of Table 3



b Algs}

Xt

-

{3K, 4K, 5K}2t {3K, 4K, 5K, 6K, 7K, 8K, 9K, 10K, 11K} EMDZ HIAkH EX}.
EMDL 9Jo] 5|AE 142 0f2HO] 6|AE 12402 B Q3+ 0| 250[C

A

1/3HHﬁ
3 4 5

"NoOoooooooq |

345 6 7 8 91011

1/9 BHIZ {5511}, {510}, {559}, {458}, {4>7}, {456}, {355}, {354} 2 6+5+4+4+3+2+2+1=273 O
Z5HELE Ol IF 27/8= 3.3752} 0|53t 2OICk, 2t 0|S0] 1/9 2H|0|D2 0| 2¥2 1/9 * 3375 = 0.375 O|C}.
BHHO 2 ZipCode 4790* 9| Salary {6K, 11K, 8K}2t {3K, 4K, 5K, 6K, 7K, 8K, 9K, 10K, 11K}2] H2IZ H|At

2k
E

o
ot 1/9 * 12/8 2t= 0.1670|LC},




v] Algs}

Table 4. Of|M Disease= 2Z7ZHOIXIE H2IE ALkt & gi= SEHOICE SEXI2H {AAUY, AE, AY}2 2F {0 24
H 2014 BRIt EXNSICL 0] 32, t 2EY2 YH2E HRIGICO0F oH=Oi A= B=H 0[] THZ0 AHe] AHlkto] 2t5

SICH. 0|0}l CifSH SHZHO R Hoj| Lifst 9IS (Hierarchy plot)S 0|28t weig n24st & Qirt,
ZIP Code | Age | Salary | Disease
1 | 476** 2* 3K gastric ulcer Ehersiaiaiive
2 476%* 2% 4K gastritis systom discases
3 | 476%* 2% SK stomach cancer e
4714790 [ =40 [6K | gastritis e spsts dissesss
5 | 4790* > 40 | 11K flu e S
6 | 4790* > 40 | 8K bronchitis Respiratory Vascular lung dS'O'MC"' Colon
— infection diseases iseases diseases
7 | 476%* 3% 7K bronchitis
8 | 476%* D 9K pneumonia m"‘m ][> -a/ry} y Gasﬂomach\lcm s |cﬁ\ |
9 | 476%* 3* 10K | stomach cancer g Detem J 1 woor ] | oevow i
Table 4. A 3-diverse version of Table 3 Figure 1. Hierarchy for categorical attributes Disease.
level(vi,vy)

hierarchical — dist(vi,vy) =

H

OIE S0, Gastric Ulcer®t Gastritise H2{2} "1/3"0|1, ColitisE AH2|?2t "2/3"0|C}. L3t Flultel A2l "3/3"0ILCt.
Z X212 XIH|9| leveldE £ level £2 LhzE 20|Ct,
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VL O DR ARX i)H

ARX £ BJAIEGIE 48H61H= QEAA HO|CY, (http://arx.deidentifier.org)
ARX2I0IE P}2 BIAHaL T2 1240] ZXHSHCE.
ARX B|AIES} Z2M|A = OF2HE| MIPFX| HHAHIZ2 -0 QUCE.
Import Data ) Export Data
41 — 8 d
[ Configure ] L Explore ] [ Analyze ]
X X )
- Define transformation model | | - Filter and analyze the - Compare and analyze
, ; : input and output
- Define privacy model solution space - Reqarding ri and
- Define coding model - Organize transformations tili? g risks
A o= Raw DataZ Importd}o] GO|E] BigtR et T2t0|HA| 232 A%6t= Configure ©3[0| 1
SR Sl = A% RS DIESHE RE JFsT BigtE EAISI610] HOiF = Explore 7|S0ICt.

>
2
St

GICHH MBI THH[Q1 Analyze THHIZ HOJ2ICE,
Analyze SHAIBIM = ZHAIERt Olsd & HEsZE S 24610] 215 Export {88 Ao ECt.

T= 20

14



o ARX AX]

http://arx.deidentifier.org/ 8iIM Installer  Xt219] 0.5.0{] 3= IS CHR R ESICL
= 0.5 arx-3.5.1-windows-installer.exe £ AX|SIC},

2XPt9S0HA AEBI=0 ARX Dili7t 4210t OF2H= ARXE Aalioh 27| oAHO0ICY.

%
File Edit View Help
BEEBERBaa veXiiB|+BEE @

saw Configure transformation , Explore results| »+* Analyze/enhance utility | 4 Analyze risk @
Input data 1 1 2 B @ | |Datatransformation “._Attribute metadata @
Insensitive Generalization
Frivacy medels . Population | Costs and benefits + —#F = - @
Type Model Attribute
General settings ~._Utility measure (2]
Assume practical monotonicity
Sample extraction Eé = e

Enable. Threshold:

15


http://arx.deidentifier.org/

n o ARX-Configure

Bl AlE519] A|X2 New ProjectE A4-d6t= 2A0|Ct.
File > New Project £ Sof Mi2& Z2MEZ bk Raw DataZ ImportsiL},

Datae CSV, Excel, Database #AI2Z Import & 4

CSV Y2 ofehet 22 HAlO 2 DES T Import 61 %I:L[http://naver.me/Gn7F520k]
Importdt™ Input Data %0f| %1 20| Data?t LIEHALY.

Import & Mofl= RXH&/ 218 S 7E26H010F S}, 0] OGN sex, loce 2AL, age, salary= £XIO|C}.

ras Configure transformation , Explore results | >#* Analyze/enhance utility| £ An
sex,age,loc,salary Input data
m,21,2+4,1000 - oo el s
Mm,22,4H,1500 1 EM 21 o 1000
F.23.2t2l 1500 2 |VIM 22 =2 1500
A orol 3 MF 23 z2 1500
F’24’?3|-0IJ’1 200 4 |WIF 24 ST 1200
M,31,=4 2000 5 MM 31 f’g 2000
M,32,=4 2300 6 MM 32 i’é*. 2300
F 33 X 2400 7 MF 33 =4 2400
we o 8 MF 34 == 2100
g M 41 = 3000
10 (1M 42 == 3200
11 (IF 43 A7) 3200
12 WIF 44 27| 23200




n ARX-Configure

Ct2 SHH|= Data Transformation O|C}.

AlEXt(Identifier)E “*” & X2/6l10 sex, age, loc2 FAIEXH(Quasi-identifier), salarys Insensitive 22

Sensitive2 X|™SIC}, Dataset Q40| Sensitive Bi4JF Q10D | CHUFA t 2HM DEZS ALRSH 4 o

LM salarys Insensitive2 olf 2 X},

EZ0|AM sexE MEHSHD 2F0j|M type Quasi-identifying, transformation generalization2 ME4SILE.

transformation2 generalization} aggregationO| ¢ILCt.

aggregation2 L|0|E|S HWRO|L} & S22 W%k 6= 0|1 generalization2 15M|> 10CHY| HAlo 2 BigtsH= A

O|Ct. typex} transformation2 MEIGICHH LS O 2 = Transformation HierarchyE PHEY| $fal| 0F2H 2]

J2iu} 200| SHAHE BISEO| HISBE S 225t use interval, ordering, masking?] B 7 LIEFALE,

sex8| A& 2XI0|B 2 interval2 MEHEH 4 211 ordering 22 masking?IH| 6{7|M &= maskingS MEHSICE,
O

2k HEXI-

E

rio

A0 = age Interval, locE ordering

7
File Edit Wiew Help

BB BaalveXa 4E

17



n o ARX-Configure

age interval2 Of2{2t 20| PHEL},

Input Data YOI ageS MEH5LD Create hierarchy BIES S8t Ct3 Use IntervalS MEASHCY,

of2l2] £0llM Lower, Upper Bound= Of2}{2} 20| QI2i8LCt, O~ 100M| At0|Z <=20, >=602 Lt:=X| oD LA
72401 CHoH A{2{2tCh= S|D|Oo|CY.

Seneral | Range ™ Interval | Group

Lower bound Upper bound

Bottom coding: |I3- | Repeat: |EI3- |
Snap: |2E- | Snap: |EI3- |
Repeat: | 20 | Top coding: | 100 |

Ct2 o= interval 2 0~5 &, 5A| 2tH0 2 MX6ICE,
O~10M| 282 FI1617| ol [0~5[ A E MEHSID 2% DIRA BEZ 521 Add New Label 2 MEHSILY,
L2902 Group OIA SizeZ 22 Y2613 of2H2t 2+0] RSO XICE,

[0, 10(

18
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4
NIAL" SRS ATEY

ARX-Configure

OF2l= age intervalS 2|ZX 02 4ot RS0|C}
Level-0 | Level-1 | Level-2 | Level-3 | Level-4
Y [20, 23[ [20, 30[ [20, 40[
2 [20, 25] [20, 30[ [20, 40[
23 [20, 23[ [20, 30[ [20, 40[
24 [20, 25] [20, 30[ [20, 40[
it [30, 33[ [30, 40[ [20, 40[
12 [30, 35] [30, 40[ [20, 40[
i3 [30, 33[ [30, 40[ [20, 40[
34 [30, 35] [30, 40[ [20, 40[
4 [40, 45[ [40, 50[ [40, 80[
12 [40, 45] [40, 50[ [40, 60[
i3 [40, 45[ [40, 50[ [40, 80[
14 [40, 45] [40, 50[ [40, 60[
3t [50, 53] [50, e0[ [40, 80[
52 [50, 55] [50, 60[ [40, 60[
33 [50, 55[ [50, e0[ [40, 80[

19



n o ARX-Configure

CtS2 locg #EHo|Ct.

Use OrderingS MEtst Ef% Move Up/Down% 0|8-5f01 A1§§ DH 9|2 2|3 A=} 2He D 20| &Lt
CHS2 1 Set2 MEdstD 2% DIQA HIEZ £2] Add AfterS MEiSH CHS Group SizeE 52 X|FstH 249
D2o| HLf.
Values -
J\'I% Set
=E
27
2 I
- Values —
E—l' J\‘I% Set
4 Jre
27
ad
Hef 5
=3
General ~__Group
I Move up

Aggregate functi

{ Move down Function Parame

20



Holilil ARX-Anonymize

C+2 2 Privacy Model 2 X|X6}= AXIO|LCt,
2-QlpX DS X|FeAL. Of2Ho| M + BES 2218 Lk k-AnonymityS ME#BED k=2
SalaryZ Sensitive2 X|I7J84CHH |-Diversity, t-ClosenessE 12t £ QICY

O{7| M 2H61H| 2-Anonymity PF 6HE XL,

XI5stct.

Ui

Frivacy models . Population | Costs and benefits + — F o -
Type Model Attribute

«©

Frivacy models . Population | Costs and benefits + —#F 2 v @
Type Model Attribute
(k) 2-Anonymity

21



rC ARX-Explore

Privacy Model2 XI'g%t 2, 0122 D &0jIA Anonymize BIES =2H MElsH H] AlHg} DA S DIEGHE
All possible level 29| 20| explore }H0|| LFEFALL.

Y& ARX Anonymizaticn Teol - test
File Edit View Help
Hidldld @B E 2

veEXS B | $+EE @

Of2H DOIN REE {0,1,0)0] I 22 levelo] XE0|D Y9 {1,417t I1% 52 level] ZBOILL,
{1,3,0}9] 9ID|= ZtZBE] sext level 1, ages= level3, loce level 02] BighS O|D|SLCE,
Tip: Dragging the mouse while holding the left button will move the current section of the solution

space. Dragging the mouse while holding the right button will zoom in and out of the current view.

, 1.0

22



DZ0IM A2 ALSX}F XIHet ZetOlBA| RHol| REFEI= Z20F Tgholn, A2 D2IX] 2ot ZoHetoIct,
LL2tMe 1 Z0j|ME Optimal SolutionS LIEHALCE,
Ok2i 22l0llM Score= Information loss2 Solution SpaceQ] A1t L2 B¥S [, £2}0|C] B2
210§ Solution SpaceQ] ANS9| 42 Z0{ £ 4 ¢
DIF  Information LossE %A%} SHHH Y2 Score A AFE6ID AHAIE IHs5ME XA D623
=2 Score @S AMRSHH EIC} 2X|= 0] 4 Bre X3+ Z0]| 0/ TransformationS MEHSH=D}OIC},
0|0]| LSt 71Z=2 Information Loss2} A A2 Risko]| CHSE 1 240|C},
Gi7|A, OIH X3tg MEHSH OIS 2t ROICH O |ME {1,1,1} HHS MEts) BX},
e Lattice " & List| == Tiles
Filter = @
o 1 2 3 4
sex oF o
e’ & &
loc & o
Anonymous [] Non-anonymous [] Unknown

e ———————————

I

Information Loss?t 2 2&

23



|

Nl ARX-Transformation

3 ZH, Input Datallls 5 40009 2Z310] AL, 21 LF2 40019] S2HAZ 01R0K UL =C|
Bist 2, A9 HIREE JUHZ U0, SHA = 10HZ HIULE. F, S2HA G 40129 2Z710] RFS0f Lt
ODIM, 8% A2 Bzt S AIREO| £} UOLZ #6H= JHOILY. IR ED} RH0| S0{B{2H £2 ¥20| OfLCH.

Summary statistics | Distribution | Contingency | Class sizes . Properties | Classification accuracy

Measure Including outliers
Average class size 1 (2.5%)
Maxirnal class size 1(2.5%)

Minimal class size 1 (2.5%)
Mumber of classes 40

Mumber of records 40

Suppressed records 0 (0%)

<

Summary statistics | Distribution | Contingency | Class sizes . Properties | Local recoding

Measure Including cutliers Excluding cutliers
Average class size 4 (10%) 4 M%)

Maximal class size 4 (10%) 4 10%)

Minimal class size 4 (10%) 4 (10%)

Mumber of classes 10 10

Mumber of records 40 40 (100%)
Suppressed records 0 (0%) 1]

24



oL -Transformation

{1,1,1} B0y oJ5t ¥igt0| El APt Analyze/enhance utility $H0f| LIEEFALE,

O] AFEHGIIM File > Export £ £2% 20| A2 XEst 4 Q)Ct,

Export I20] 215502 BIAIESHEl 2t THlo|ct.

A% Export G{E.2 2X6}7| X0j| O] BiSH0| MESHX|Z THTHL| Qfe TIHX| £} EA0| LQSILE,

Input data “._Classification accuracy + 1 =B & || output data . _Classification accuracy
] sEX ] age J o salary ~ ] ey - age J o salary
1 MF 63 Ak 5000 1 M7 ==60 (2, 271, B4, HEE 5E15000
2 MF 64 Zak 4400 2 MR ==60 (23, 271, 34, J, SE14400
3 (VMM 61 ek 4000 3 7 ==60 (23, 271, 2Y, d@f, E 4000
4 M 62 a4 3900 4 WP >=60 (28, E70, S T 813900
5 MF 23 22 1500 5 []* [20, 25[ {23, Z71, B4, HE), =E1500
6 |MF 24 s 1200 6 I [20, 25] {28, 271, 84 Hch 5E81200
7 (MM 21 g 1000 7 e [20, 25] {28, 270, 24 ¥ch 811000
8 WM 22 o3 15300 g [20, 25] {28, F70, Za TeL 811500
g [F 33 =E 2400 g [ [30, 35] (28, 270, 4, Tk 812400
i0 |MF 34 =5 2100 0 W7 [30, 35] (28, E70, 84 ¥ch 812100
11 MM B1 == 2000 11 W7 [30, 35[ (28, 270, S, Hch 812000
12 |MM 32 =8 2300 12 W7 [30, 35[ (28, F70, Za TeL 812300
12 #IF 43 e=nl| 3200 12 []* [40, 45] {28, Z71, 4, Feh 813200
14 MF 44 #H7| 2300 14 [v]# [40, 45[ (T3, 271, 34, "8, 83300
15 | M 41 a7 3000 15 viE [40, 45] {28, 271, 34, Hch 813000
16 M 42 a7l 3200 16 [v|* [40, 45[ {28, 270, Za TeL 813200
17 | FF 53 b 3700 17 7 [50, 55[ (28, E71, 4, Fch 813700
18 WIF 54 Het 3800 18 7 [50, 55[ (Zha, 71, B4 HeEL 2E13800
19 MM 51 et 3800 19 W7 [50, 55[ (2hE, 7, B4, Hen 2815800
20 MM 52 TEF 4000 20 |W7* [50, 55] 2, F71, B4, FEL £EM000

1oy



o I ARX-Transformation

O] Xt20l|M salaryE sensitiveZ BN 2-LiFHS FII6HE Zot= F2tXIX] §f=0. OreHel D Z0IM & 4 URO0|
RE & AZX ZE0IM 291 0|49 Chefot salary 2£0] ZAHTHLE.

Input data ._Classification accuracy 4 1 B | H @& ||output data ._Classification accuracy 11 B | = &
sex = age . @ salary ~ = = = age . @ salary ~

1 |MF 63 a4 5000 1 P ==60 (28, E71, B4, e, 5815000

2 MF 64 e 4400 2 M- ==60 (TE, 271, Z¢ TEL SE14400

3 MM 61 a4 4000 3 Mr >=60 (22, Z71, B4, Fef, 5814000

4 WM 62 S 3800 4 |Wp ==60 (Z&, 871, 4 Fct, 5313900

5 |HF 23 Ztal 1500 5 [v]* 120, 25[ (ZE, F7|, 24, T, =E11500

6 |HF 24 Ztel 1200 6 [l 120, 25[ {29, 7|, 24, T2t £=11200

7 EM 21 2t2) 1000 7 [l 120, 251 (29, 7|, =4, ot £211000

8 MM 22 ZHE 1500 g W= [20, 25] {EE, &7, F4 Jcr, 811500

g [MF 33 == 2400 9 MF 120, 35] (2R, E7, 24, T2 $E12400

10 MIF 34 =5 2100 10 |MF [30, 35[ [, #70, E2d, ey SEj 2100

11 M 31 =5 2000 11 F [30, 35[ (23, E71, 24, Fct, 3312000

12 MM 32 =5 2300 12 MI® [30, 35[ (ZE, B, Fd TEL 582300

13 MF 43 a7l 3200 13 & [40, 45[ (T, Z7 2 Te, 813200

14 MF 44 =7 2200 14 V]# [40, 45] (2, 7|, B4 e 5513300

15 WM 41 Z7 3000 15 ]# 140, 45[ (T8, 271, 24 HeEr SEr3000

16 M a2 =7 3200 16 [v]* [40, 45[ {ZE, 87, Fd TE 583200

17 MF 53 et 3700 17 |17 [50, 55[ [, #7, Ed, ey SE3T0

18 |MIF 54 HE 3800 18 |MF [50, 55[ (23, 871, 24, ® £%)3800

19 @M 59 et 3800 19 WI® [50, 55[ (28, 871, 4 dcf, 33}3800

20 MM 52 Het 4000 v 20 |MP [50, 55[ (ZE, E70, Fd TEf, 5314000 v
< B - oo T > < ' N - - >
Summary statistics | Distribution . Contingency | Class sizes | Properties | Classification accuracy « & || Summary statistics | Distribution “._Contingency| Class sizes | Properties | Local receding | @
ESO ESO
3 :
B 8
2 2
o L

e &7 g 87, 34, T2 23 M1
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Tl T -Transformation

OF2H 2242 {1,113 BASHOH| CHeH 2 Bl APEXP} OIEH 5Kt
2 2 X 2

X9 (M2, 371, 578, 28, Het, 3Er2 (M2, XIB}e= tes

or
o HT

Input data ._Classification accuracy 4 1 B | H @& ||output data ._Classification accuracy 1] (1] (B =]
sex = age . @ salary ~ = = = age . @ salary
1 MF 63 =4 5000 1 M >=60 (2t T7| ZAR FEn 555000
2 MF 64 Z 4400 2 MF ==60 (TR, 270, ¢ TEL BE14400
3 MM 61 Za 4000 3 MF >=60 (ZE, Z70, Z, e, SE 4000
4 MM 62 =Y 3900 4 MF >=60 (EE, 870, F4 Tcr 533000
5 |MF 23 Zt2l 1500 5 * 120, 25[ (ZQ, E7|, 24, T2, 211500
6 |HIF 24 7t2| 1200 6 IvF 120, 251 (29, A7), 24, Fat 211200
7 MM 21 3 1000 7 IviE [20, 25[ {23, E71, B4, Fe, 3311000
3 M 22 Ztal 1500 g * 120, 251 (e, B71, B4, Te, SE}11500
g MF a3 == 2400 g [ 30, 35] (2, 371, Z4, T2, 582400
10 MF 34 =5 2100 10 |MF [30, 35[ (2, Z70, Z, e SE2100
11 M 31 == 2000 11 WIE [30, 35[ {28, &7, g4 Jcf, 532000
12 |FM 32 =5 2300 12 M [30, 35[ (ZE, E70, Fd TE, 532300
13 MIF 43 =7 3200 13 [v]# [40, 45[ (28, E71, B4, Fef, 533200
14 |HIF 44 Z7 3300 14 [v# [40, 451 (Z&, E71, 4, o, 53}3300
15 [FM a1 =7 3000 15 [v]® [40, 45[ {(ZH8, 71, #4, TE 553000
16 |BFIM 42 =7 3200 T [40, 45[ (28, H71, 4, Ha, £5)3200
17 MF 53 et 3700 17 |17 [50, 55[ (ZE, Z70, F¢ HeEn SET0
18 WIF 54 TEt 3800 18 |MIF [50, 55[ (TE, 27, 24, T 83800
19 MM 51 Het 3800 19 M [50, 55[ (ZE, E71, 24 Tef, 533800
20 MM 52 Het 4000 v 20 |[HR [50, 55[ (22, 871, B4, Fef, 5814000
< ) - o T > < ' N T -
Summary statistics | Distribution “_Centingency | Class sizes | Properties | Classification accuracy " & || Summary statistics | Distribution . Centingency | Class sizes | Properties | Local recoding |
50 50
B B
B 2
g g
t) L
e 7|
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MC— ARX-Risk Analysis

C+22 Risk AnalysisOIC},

ARXOIM = RHAME JH540i| CHEE 2M2 301X] RO = 2345HTY,

1) Prosecutor Model: Ol E7 J2I0] O] Datasetdi] Zatk|0] YSS 21 QUCH=E P60 D JH2IS AF2 2 Qe
tsgE 2A6t= AOILY.

2) Journalist model2 OF2{{2] D &X{& Ct2 C|0|E] BijOj ALl A S

3) marketer model JiQ12 AlESH= 2H0j|= 24410 g1, ZITHO| BERXISE XA} Al

- D

Latanya Sweeney= A A1 X D|=2IQ] 87%9] JliQ12 AlHst 2 QIZ2 HOI Bt QL.

8 z o
OX2} BIAIESLE $UTHD SHIE OIS RHAPEE 4 9l JH540] “070] BICH= 20| OHZ OISHBHOF BiCh.

Data Considered for Sharing, Voter Registration Records (ldentified Resource)
Age Zip Code Gender Diagnosis Birthdate Zip Code Gender MName
15 00000 Male Diabetes é--—"""'-——.-—’ 2/2/1989  000O1 Fernale  Alice Smith
21 00001 Fernale Influenza (—/___/_-) 3/3/1974 10000 Male Bob lones
36 10000 Male Broken Arm ‘_/—) 4/4/1919 10001 Female  Charlie Doe
81 10001 Female Arid Reflux

Figure 3. Linking two data sources to identity diagnoses.
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I ARX-Risk Analysis

combinations of variables separate the records from each other and to which degree the variables
make records distinct.

Z AlX XZ8H0]| CHol Distinct oF & AlBXH= AX O 2 De-identification RiskE Z7HA12|= Bi40|B 2
S0l 3 SQ5HK| QO AHISIHLE HEITHIOIIA level2 ZIHAI3IE 20| BCt.

OF2H9] Af0ilM age| Distinct 2501 50% =0l BigtS Soll 12.5%2 244 31, sexE 5%>2.5%=2 2446101

H = X oo
RiskE 252 & & UL

Input Data Transformed Data

Guasi-identifiers . Re-identification ri| HIPAA identifiers| %2 =« @ Distribution of risk | Distribution of risk | Quasi-identifiers y = | &
Quasi-identifier Distinct... Separat... Quasi-identifier Distincti...  Separati...

sex 5% 51.28205% sex 2.5% 0%

loc [15% 71.79487% age d25%  [s205128%
age 50%|  [97.4359% loc 5% 71.79487%
salary 57.5%  |96.92308% salary 57.5%  [96.92308%
sex, loc @D 87.17949% sex, age j2.5% B2.05128%
5eX, age 50% | 97.4359%) sex, loc 1% 71.79487%
sex, salary 77.5% 98.46154% age, loc E% 92.30?6@\3
loc, salary 775% | (98717959 sex, salary 575%  [96.92308%
age, salary 92.5% | [99.61538% age, salary 73% | [98.71795%
age, loc 100% [100% loc, salary 77.5% | 98.71795%
sex, age, salary 925% | |99.61538% sex, age, loc 25% 92 30769%
sex, loc, salary 92.5% 99 51538% sex, age, salary 75% | [98.71795%
age, loc, salary 100% 100% sex, loc, salary 77.5% | [98.71795%
sex, age, loc 100% 100% age, loc, salary 90% 00.48718%
sex, age, loc, salary 100% 100% sex, age, loc, salary 0% 89 43718%
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gl ARX-Risk Analysis

OF2i= Re-ldentification Risk $12] $2H0|C},
0| 3t310{l= Prosecutor, Journalist, Marketer Model0]| CHF Records at risk, Highest risk, Success rate 350
EEICt % DY2 vigt MOl Xt2 2 RiskIt 100%0ICt. 2% D2 ¥gt 50| A2 A3} HOIHSS 2 4+ ¢

-5 15T MDD =
Records at risk : Proportion of records with risk above the threshold
highest risk: Highest risk of a single record
Success rate: Proportion of records that can be re-identified on average
A& Prosecutor attacker model & Prosecutor attacker model
@ Records at risk © Highest risk ® Success rate @ Records at risk @ Highest risk @ Success rate
A oot 00,50 4 0" "0, 58 2 uot - Re0® Tupf ‘\‘\\ ,‘/’/ \\\.‘ w,,,
o Yo g Yo o RS INERS o g e et ad
100% 100% 25% 25%
| Journalist attacker model | Journalist attacker model
& Records at risk & Highest risk & Success rate = Records at risk = Highest risk Success rate
40 60 40 60 40 60 40 60 6 40 60
243‘\.\\“""‘/,”80 20‘\‘\‘|\\\\l‘/J’IBO 20\\,\“"”"/,,,30 20‘\‘\\|“HJI,’,,30 20‘\”"““4,,/90 20 ‘\\"""‘,“;30
o0 ' ’ 2,100 o \\“ "/, 100 g ‘r, 100 a J’,,WDD D\\\‘ "/’mﬂ a\\‘\ J’/,Wﬂ
100% 100% 25% 25%
& Marketer attacker model s Marketer attacker model
5 Success rate Risk thresholds © Success rate

40 60
) qondunooiy
\“

40 60
|50 20\“\“”\1,/’,30
1, Main Derived e ‘.,
‘3\\\ /,’ ey Highest risk  Records at risk Success rate D\\\ ”,WD
, v @ 50% @ 10% @ 50% \
100% 25%
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ol ARX-Example

http://arx.deidentifier.org/downloads/ 0iiA XIS El= GIK| Y2 example.deid TFYU0| ULt

= 30,1629 Xt=0|1, H4E= sex, age, race, marital status, education, native-country, workclass,
occupation, salary-class?} QILCt.

5-Anonymity 28O 2 AlHGIE XISHGHH X}

=
| = o
5-Anonymity RS PtEot= X8 50| Information lossE £|AStoH= B2 Tigh2 MAEH BT

02,0,1,21,1,1,0
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gl ARX-Example

021N, R21= Bigtg MES HODL?
ARX= {0,2,0,1,2,1,1,1,0}2 Optimal2 EA[6ID Q=0 2 B8 {02 0,0,1,0,1,1,0}2} O Xj0|7} Y=I}?

£ DHO| XI0|= Of2H2} 2AC. .
native-country

Level-0 | Lewvel-1
. . I"IIIII'.J'}JIIII:' AAala
marital status education italy Europe
Poland Europe
Level-0 | Level-1 Level-0 | Level-1 | Level-2 Jamaica hlorth America
- - Vietnam Msia
Divorced Spouse not pres... Bachelors Undergraduate  Higher education Mexico North America
Mever-married  Spouse not pres... Some-college Undergraduate  Higher education Portugal Europe
Separated SF‘DUSE‘ not pres... 11th ngh School SE'EC'rIdEr}" educ... Ireland Eurcpe
Widowed Spouse not pres HS-grad High School Secondary educ... Franc_e_ Europe _
. . Drominican-Rep... Morth America
Married-spouse-... Spouse not pres... Frof-school Frofessional Edu... Higher education Laos Asia
Married-AF-spo... Spouse present Assoc-acdm Frofessional Edu... Higher education Ecuador South America
AS50C-VOC Professional Edu._. Higher education Taiwan Asia
Sth High School Secondary educ... Hart : horth Ame”_':a
= - Columbia South America
7th-8th High Schoaol Secondary educ... Hungany Furope
12th High School Secondary educ... Guatemala Morth America
Masters Graduate Higher education Micaragua South America
15t-dth Primary School  Primary education Sc':'_tland E"'_r':'pe
- : _ Thailand Asia
Oth High Schoaol Secondary educ... vugoslavia Europe
Doctorate Graduate Higher education El-Salvador Morth America
5th-6th Primary School  Primary education Trinadad&Tobago |Scuth America
Preschool Primary School  Primary education Eer” ic'_"'th America
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S — ARX-Example

{0,2,0,1,2,1,1,1,.0}= {0,2,0,0,1,0,1,1,0}9] RAHKIA marital status, education, native-country2 st FM
[ 2t35t A0ICt Jt8 2 O 61 Information Loss?t HXI=C| LOHLE T HEL IH5617 = O{ALY.

O] IO|E|e] 3M 2 OIDIL age, race, marital status, native-country, work-class, occupationO|
salary-class9t O 2D UEXIS BAGHE 22 O[Tt

SstHOR b| Alst )22 6191 0218 23 2%0) Powerdt eHE 4 Tk,

ARXOJIAM = Logistic Regression, OneR2| B2 2 0|2610{ Input Data?| 0|5 Yt 9t st 5 Output Data
O| Fet £ Blwdte 240|212 BHS MEHs £ QLS
OF29] D222 Feature &, 5

2|
=
Logistic Regression2 Sol| 0|% &L £ HAISH= SH2HO|CE

rl

summary statistics | Distribution | Contingency | Class sizes | Properties | Classification accuracy |8

Features

Classes

SEX

age

race
marital-status
education
native-country
workclass
occupation
[A salarv-class

A | [ age

[ race

[] marital-status
[] educaticn

[] workclass
[ occcupaticn
salary-class

[ native-country
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Ml ARX-Example

2% 022 MHEI} Q0| J|2MOZ 66.12%9] Fet:

Salary-Class& <= 50k?} 6
H2t™ |nput Datag S5t %E,S*_!,}EE 77.42%0|1, {0,2,0,1,2,1,1,1,0} Bt Qutput Data

7327%2 BB 0N NS YO 4 ULt HYES 10| WAL HHS b| AlKe Ha pHEY 4 U
L
-

Data2 9| IHX|t ROHY 9ID|gi= Aol € Jt540| ALt
Attribute: age  Transformations: 12960 Selected: [0, 2,0,1,2,1,1,1,0] Applied: [0,2,0,1,2,1,1,1,0]
RGREl= :

Output data | Classification accuracy
Class Instances Baseline accuracy Original accuracy Accuracy Relative accuracy Avg. error Increase/decrease
salary-class 2 66.1279% 77.42446% 73.27829% 163.29705% 32.80435% 1.92163%

— Precision — Recal
1 —
80 i
&
3
L — .
20 s S SR SRt SRR S

Confidence threshold [%]

I
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S — ARX-Example

{0,2,0,1,2,1,1,1,0}9] Information Loss= 28%0|1, {0,2,0,0,1,0,1,1,0}= 34%0IL}.
{0,2,0,1,2,1,1,1.,0}9] Suppressed Records= 7430|1 {0,2,0,0,1,0,1,1,0}= 1,6030|L},
{0,2,0,1,2,1,1,1,0} £ = AEIX}0| B{%}0| [{ P}X[Pt Suppressed Records9] 4= kD
{0,2,0,0,1,0,1,1,0} = & AlHX} Biat2 X XDt Suppressed Records 2] £9f 3Lt
5-Anonymity 2SS AL/ FAIAXE X8H0|IA X|A 5IH OJAHO] 2HZ310| UO{OF St

0] ZHS DHESHK| 26H= Records= 2% Suppressed Records2 X{2|EC},

O] Xt=0flM 49508 H|O|A K& 74M|Q] O{X}= 70AM| 0|4 2| LIO|Z >=70 L2 X2fot= Ak HO|C},

4946 [ Male 61 White Married-civ-spouse 4948 I Male [61, 70] White Spouse present  Se
4947 b Male 61 White Married-civ-spouse 4947 |v|Male [61, 70] White Spouse present Se
4948 ¥ Male 61 White Married-civ-spouse 4948 [v|Male [61, 70] White Spouse present Se
4949 [ Male 61 White Married-civ-spouse 4940 || Male [61, 70] White Spouse present  Se
4950 ] Female 74 White Divorced 4950 1* "= : i -
4951 ] Female 71 White Mever-maried 4951 *

4952 [] Female 75 White Widawed 4952 []*

4953 [ Female 73 White Married-civ-spouse 4953 *
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el ARX-Example

=]
=
19
u&‘.’

1212 Prosecutor Re-identification &9 37|0f| 2 2| E BIEE 2B 2 HO{F D UL},

M
& E Bl AlHel= @EXZ MzhA0| J2i T ZHX0H BiO| ACI0F SHCE.
S L —
B3}t X Datal Of24A D20 T = Records with risk?t 22X Q0| BH0| 2 E|0] Q= BHY
e ' % B} |5:| [ 09 OoF A
WSk 5 Datals IH2H J2HIDL AHZ0] SEE|0] O] BIEHS Soi A Al JH540| RI0| HOIS S & 4 QICh
> > 3 e~
B2t M Data B2t 2 Data
saw Configure transformation | - Explore results |2#% Analyze/enhance utility | 4% Analyze risk @
Distribution of risks . Distribution of risks (table) | Quasi-identifiers | Re-identification risks | HIPAA identifiers B « & | Distribution of risks “._Distribution of risks (table) | Quasi-identifiers | Re-identification risks = | 7| @
— Records with maximal risk —— Records with risk — Risk threshold — Records with maximal risk —— Records with risk — Risk threshold
0o o

& &
T T
RJESCI RJESO
] ]
a a
& &
o T T T T T T T T T T T T T T T o T T T T T T T

ﬁn\f-';\ \\'\\\\'\\m\o\h\fq\fe\’\%\ﬁ\ﬁ\ﬁ\a\‘\'}\%\h\ﬁ\ﬁ\ & 4 \\\\\\\\‘L\B\h\‘-’:\ﬁs\’\‘o\ﬁ\ﬁ\%\a\‘\'}\%\b\d\ﬁ\

d & $ O ne b G & o I L & & & W I & % " AP

Q:;,_h::sr;pqr? Q\ PO A 2 \cs@& \0, \\h Q‘a{ﬁ %, s q_\\t‘\\:%}qd: Q P R Q@_@f”\@’ -Qh P {,,, %, s

Prosecutor re-identification risk [3] Prosecutor re-identification risk [%]
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NlAGju?!ﬂ?leJH - EXBITIP'.E

T 3 D > P o

F AXt ZS0) Uit QUAE g3 IIHKOR Lopg & 4 9Lk,
Jistribution of risk (Distribution of risk (Quasi-identiﬂers Re-identification rﬂ HIPAA identifiers] = | & || Distribution of risks (Distribution of risks (table) (Quasi-identiﬂers Re-identification riskq = [« © |
Quasi-identifier Distinction Separation A || Quasi-identifier Distinction Separation ~
sex, age, race, marital-status, native-country, occupation, salary-class @?553% 93.954% sex, age, race, marital-status, education, workclass, salary-class 1.22371% 91.24551%
sex, age, race, native-country, workclass, cccupation, salary-class @88?9% 99.95183% sex, race, marital-status, education, native-country, cccupation, salary-class  |1.22371% 92.68319%
age, race, marital-status, education, native-country, workclass, salary-class 35.57125%  |99.91662% sex, race, education, native-country, workclass, occupation, salary-class 1.30019% 92.45559%
sex, age, marital-status, education, native-country, workclass, salary-class ~ |36.12824%  |39.9378% sex, marital-status, education, native-country, workclass, cccupation, salary.. |1.30019%  |93.87126%
sex, age, race, marital-status, education, native-country, workclass 36.7648% 99.93571% race, marital-status, education, native-country, workelass, cccupation, salar.. |1.33843% 93.09767%
sex, age, race, marital-status, education, workclass, salary-class 37.03656%  |99.94501% age, race, education, native-country, werkclass, occupation, salary-class 1.33843% 93.32348%
sex, age, marital-status, native-country, workclass, cccupation, salary-class  |37.23549%  |99.96374% sex, age, race, marital-status, native-country, workclass, salary-class 1.37667% 91.56895% |
age, race, marital-status, native-country, workclass, cccupation, salary-class  |37.45447%  |98.95673% sex, age, race, marital-status, education, workelass, cccupation 1.41491% 94.29304%
sex, age, race, marital-status, native-country, workclass, occupation 37.86553%  |99.96093% sex, age, race, education, native-country, occupation, salary-class 1.41491% 94.30304%
sex, age, race, marital-status, workclass, occcupation, salary-class 38.3G616%  |99.96646% age, race, marital-status, education, native-country, cccupation, salary-class  |1.4914% 94.69082%
sex, age, race, education, native-ceuntry, cccupation, salary-class 41.82{11 5%  |99.97782% sex, age, education, native-country, workclass, cccupation, salary-class 1.4914% 95.15069%
age, race, education, native-country, workclass, cccupation, salary-class 47.40733%  |99.97764% sex, age, marital-status, education, native-country, occupation, salary-class  |1.4914% 95.25909%
sex, age, race, education, native-country, workclass, cccupation 48.024% 99.98045% age, marital-status, education, native-country, workclass, cccupation, salary... |1.52964% 95.55382%
3ge, race, marital-status, education, native-country, cccupation, salary-class  |48.28024%  |99.98007% sex, age, race, marital-status, native-country, workclass, cccupation 1.54876% 94.51448%
sex, age, education, native-country, workclass, occupation, salary-class 48 64067%  |99.95143% sex, race, marital-status, education, workclass, occupation, salary-class 1.6826% 94 30345%
sex, age, marital-status, education, native-country, cccupation, salary-class  |48.75671%  |99.98311% sex, age, race, education, workclass, cccupation, salary-class 1.79732% 95.58996%
sex, age, race, marital-status, education, native-country, occupation 48.97885% 99.928165% v || sex, age, race, marital-status, education, cccupation, salary-class 1.83356% 95.67135% W
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I\IIAL’ SR AT

{0,2,0,1,2,1,1,1,0} 20| Lhigt AHAIE Jbs

[

-Example

Distribution of risks | Distribution of risks (table) | Quasi-identifiers | Re-identification risks

& Prosecutor attacker model

o Records at risk

40 60
20\.\"""'*:“,9{}
A} 4

’/
, 100

\
A
o "
V g
0%
-] Journalist attacker model

' Records at risk

40 60
20 n"‘lllll"‘a a0
A ]

i’
Fl

AY
o " ' s, 100
V s
0%
&4 Marketer attacker model

° Success rate

40 60
20\.\.|IIIIJ,’J’|’BD
\\ f—‘
\\ /’ 100
D\\» 2
3.51586%

o O] He2 o A
:}I—'l HBAD=2 2 T
2 Highest risk
40 60
20\".‘””‘!"’;;‘0

@
’

-
20%

' Highest risk
40 60
20 n"‘lllll"‘a a0
A "’f

’
’

-
20%

L,

100
el

100
g

Hl | @
' Success rate
40 60
2D\~‘.‘HI””F,E’D
\\ Jt
\\ /’ 100
0\‘» 2
3.51586%
' Success rate
40 60
20\.\""""-‘,‘,80
\\ ft
\‘ T, 100
0\‘» 2y
3.51586%
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o5 I ARX-Sensitive Data

ARXCIIM RIZEEE Lta= S LOfEAL

OFeH9] X=0j|X ZipCode, Age= Quasi-Identifying0|, Salary, Disease= Sensitive2t ! oA}

0{7|M, Salary= ¥XXt=0|10, Disease= H2H X} O0|Ct,

Salary, Diseased]] 212} |-CIYHY, t-2 TN BAHS FI18t 4 QLt,

t-2HM DBIYM Salary= YXXI20|B 2 equal ground distance E AFE6HH &1

Diseases B2¢ Al&0|B 2 Hierarchical ground distance£ AHE9tC.

{YF, HHIY, 0| 5 of 2A2AF Ao, {I12XIF, HF, 21} Hoj| 22 F A0|B2 0|52 Or2Het 20|
mET

ZipCode . Age m @ Dissase
1 47602 22 4 1.9%
47677 29 3 1.9H ,

E :l :1 Level-0 | Level- | Level-2
- ki i : s O TR
4 V147605 30 7 2718 E 1o = FE %m' . _ch: .
5 47807 32 10 1.212 o L =, |.Tlo, .faf

g {1 2 QF 4 22 4 24 *
6 147673 36 9 2HE 1S 1.9, 1.9, 1.92)
7 4147905 43 6 138 | 2871, 271208 2|8} ¢
g [147909 52 11 2247 |22 (287, 27138 258 ¢
9 [V147906 47 8 27| B Ig 2H7, 27|24 E, 2HB ¢
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U ARX-Sensitive Data

Ok2iE \-CEFEat t-2 - S Aot fBHOICY,
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3 t4
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Edit a privacy model
Edit a privacy model X .
Please select a privacy model to edit Please select 3 privacy model to edit
Type  Model Attribute
Type  Model Attribute P
_ k) k-Anonymity
&) k-Anonymity -
i, -Anonymity = e _
@ m 0} |-Diversity Disease
(. Diversity Disease ® | )
® t-Closeness Disease e t-Closeness Disease
= ® t-Closeness Salary
© t-Closeness Salary oL
Configuration v @ Configuration v @

IS @ Variant: | Distinct-l-diversity | o[ oo01 @ Measure: | EMD with equal ground-distance | T: @

Mote: you can alse enter values by double-clicking the control knobs Mote: you can also enter values by double-clicking the control knobs
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